Securing Windows Remote Desktop with CopSSH

Presented by DrNathan@teamhackaday.com
If you enjoyed this article, please consider joining our Folding@Home team

| like having the ability to remotely access my PC at home while | am away in case | want to grab an important file | have
left there, or if | need to finish something | didn’t quite get around to. For ages | simply set port forwarding on my router
allowing port 3389 to be directed to my desktop PC, which let me connect to my computer using Microsoft Remote
Desktop Protocol (RDP). While this was not the most secure method of doing so, it worked, and I did not want to change
how | did things.

That'’s not to say that RDP is not secure — it does use 128 bit RC4 according to Microsoft. However, with man-in-the-
middle attacks being relatively easy to carry out, | thought there had to be a better (and more secure) way of connecting to
my oh so precious home network.

In the end, | decided that | could route my RDP sessions through an SSH tunnel and sleep a little easier at night. If you
follow the directions below, you can too.

Going forward in this document, | will use the term “Server” to refer to the remote computer (in my case, my home PC)

that we will be connecting to. | will use the term “Client” to refer to my local computer, the computer | will be connecting
from.

Installing CopSSH

1) Download CopSSH from here: http://www.itefix.no/i2/node/27

Download Putty and Puttygen from here: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.htm|

2) Execute the CopSSH installer, click Next to proceed, then click | agree to accept the license agreement.

Copssh 2.0.1 Setup = E [

Welcome to the Copssh 2.0.1 Setup
Wizard

This wizard will guide you through the installation of Copssh
2.0.1

Itis recommended that you dose all other applications
before starting Setup, This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,
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3) Select the installation directory as shown below. Click Install to proceed.

Note: With the release of CopSSH v2.0, the default installation directory has changed from C:\Program
Files\CopSSH to C:\Program Files\ICW.

&Y Copssh 2.0.1 Setup = & |z
Choose Install Location =t
Choose the folder in which to install Copssh 2.0. 1. EI ]

Setup will install Copssh 2.0. 1in the following folder. To install in a different folder, didk
Browse and select another folder, Clidk Mext to continue.

Destination Folder

Program ] Browse... |

Space required: 19.0KB
Space available: 87.8GE

< Back I[ Mext = J l Cancel

4) CopSSH requires that Windows add a Service Account in order to run CopSSH as a service. Click Install at the
Service Account prompt unless you want to change the user name CopSSH creates.

&) Copssh 2.0.1 Setup =] @[3

OpenssH server will be setup as a windows service with the logon credentials below: ]
[ 3

Copssh requires a dedicated service account for full functionality. You can either accept
the values suggested by the installer {user: SwocCOPSSH, password: KFZEx9906blk7i) or
spedfy your own values. Existing accounts are allowed. In all cases, the account will be
entiled with administrator rights and some user privileges depending on the operating
system, Check the User Rights Assignment in the Local Security Policy for maore
information.

Service account: SycCOPSSH

Type password: SEBEERBERRERRN

Confirm password: T I IIITIITY)

< Back I[ Install J l Cancel
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5) Once all of the files are copied and the service has been started, you will receive the following message stating
that no users are enabled on the server. This is a security precaution — you will need to manually activate each
user who you wish to allow access via SSH.

(&Y Copssh 2,01 Setup = = | =
Installation Complete Fohe|
Setup was completed successfully, Eil ]
Completed
{57 ICW OpenSSHServer 1.0.2 Setup (23]

[CW Open55HServer 1.0.2 is installed as a service. Mo users are allowed to use
Opens5HServer by default. Use "Activate a user' from start menu for user
activation,

6) To add a user, open the Start Menu, locate the CopSSH folder, and launch the Activate a User application.
Select the user you wish to activate from the drop down box shown. Before you click Next, you can deselect the
option to Create keys for public key authentication if you wish to generate the keys separately. | will
demonstrate how to generate keys separately, so deselect the box if you wish to follow along.

® copSSH User Activation Wizard

User name. = Comrnand shel =
Administrator w | Jbin/bash w |

Remove copssh home directory if it exists

For domain users: Add domain : ;
name Followed by a backslash [Jicreate keys For public key authentication:
(DomMAIMuser For example)

Create link ko user's real home directory

L et = J [ Cancel

7) Upon clicking Next, you will receive a message stating that the selected user has been activated and can access
the machine via SSH.
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SSH Key Pair Generation

1) Start Puttygen, enter 4096 into the Number of bits in a generated key field, then click Generate to begin the key
creation process.

&' PuTTY Key Generator

File kev Conversions Help

F.ey
Mo key.

Actions

laenerate a public/private key pair
Load an existing private key file

Save the generated key Save |

Parameters

Type of key to generate;

() 55H-1 [R5A) {(®) 55H-2 RS54 () 55H-2 D5,

Murnber of bits in a generated keyw: |4DEIE1 |

2) Move the mouse as requested to add randomness to the key generation. Once you have generated enough
random movements, your key will be created. Add a Key Comment if you wish, then enter a key passphrase two
times as shown — the more complex, the better.

&' PuTTY Key Generator

File key Conversions Help

Fey

Fleaze generate some randomness by moving the mouse owver the blank area.

Actions

Generate a public/private key pair Ger

Load an existing private key file Load

Save the generated key Save |

Parameters

Tupe of key o generate;

12,

Mumber of bitz in a generated key:
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3) Highlight all of the text in the Public key for pasting into OpenSSH authorized_keys file box and paste the
data into a text editor. Save the file to the C:\Program Files\ICW\home\<UserID>\.ssh\ folder on your Server,

naming the file authorized_keys with no extension.

This naming is important unless you change the key file that CopSSH looks for in the SSHD configuration file.

For the Administrator account shown, you would save the file as:
C:\Program Files\copssh\home\Administrator\.ssh\authorized_keys.

Note: You cannot simply click the Save Public Key button to generate this file - CopSSH will not accept that file
format as a key. You must manually copy and paste the public key as noted above.

' & PuTTY Key Generator

File kKey Conversions Help

F.ey

_Eu_l_:ulin: key for pasting into OpenSSH authorized_keys file:

[ zshrsa i

|AAAARIMzalT po/EAANAR D ALA QR 44 cdIK ad v Wi d THE =Y +BW capfwBBYITY |
+jhE 2tUEM wdmGEF1 5g8nB N d7k b dwcll o1 =i 30 ozk M 30 3 5dpHIT EROME L33

{ K Doad A GEBAMY 29 B 2 G TR HOS3EZ 0 avw ar p A U 2l LU el Kocil @9fm
| 2200 T 2T 2ISFhpP dRZWiwE wnd bl ghRkgt FuBraDy T tsLBmEIR T amB dM /seuB DESOC | |

K.ey fingerprint: .Ssh-rsa 4095 82:a5:59 2ec b9k dd:bd: cd: 4283 8k a3 Be: e 86

Key comment: Adrmirigtrator Key

ey pazzphrase: B EEEEEE SN SN SN EsEEEEES

Canfirm pazsphrase: .ilIlllIlliililllllliiliiilllll

Actions

Generate a public/private key pair l [aenerate I
Load an existing private key file l Load I
Save the generated key Save public key ‘ l Save private ke ‘
Parameters

Type of key to generate:;

() 55H-1 [RSA) (») S5H-2 BS54 () 55H-2D54A

Mumber of bitz in a generated kew: 4095

4) Now click Save Private Key. save the private key then close Puttygen. You will want to copy this key to any PC
you are using as a Client, as it is required by Putty to make the connection to the SSH server. | would suggest
backing this key up so you do not have to repeat this process in the future.
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Configuring CopSSH

1) Now we need to reconfigure CopSSH to use a port other than 22 for connectivity. Changing the port number
adds a bit of security through obfuscation to your SSH install. Since port 22 is commonly used for SSH, changing
the port in your installation makes it just a bit harder for someone looking to exploit something.

To change this setting, we need to open the SSHD configuration file. It is located at
C:\Program Files\ICW\etc\sshd_config. You can open it in Wordpad or any text editor. Notepad really is not the
right tool for this job.

2) Inthe file, the first value you can change is Port. Change it to something that you will remember, uncomment the
line by removing the pound sign at the beginning of the line, then save and close the file.

H sshd_config - WordPad

Fil= Edit MWiew Insert Formak  Help

LeEd &8 ## 2R &

H §0penB3D: sshd config,v 1.74 2006707719 13:07:10 dtucker Exp §
# Thi=s iz the =shd server aystewm-wide configuration file. See
# gz2hd config(5) for more information.

# This sshd was compiled with PATH=/kin:/usr/shin:/shin:/usr/bin

The strategy used for options in the defsult sshd config shipped with
DpensZH is to specify options with their default wvalue where
possible, but leave them commented. Uncommented options change a
default wvalue.

e oH H- H:

Port 12345

#Protocaol 2,1
glddressFamily any
#lListenhddress 0.0.0.0
#lListenhddress

# Ho=tEew for nrotocnol wersion 1
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3) The next values you want to change control how users can authenticate to the SSH server. This is a detail that |
missed in my first write-up that an astute reader noticed was overlooked.

This configuration change is very important as it disallows any user from authenticating to your SSH server
without a key file. If you do not change these values, users can connect to the server simply using their logon
name and regular password.

You need to enable the PasswordAuthentication and PermitEmptyPasswords settings by removing the pound
sign to uncomment the line, and assigning a value of “no” to both settings.

AuthorizedEevysFile .sshfauthnrized_kegs

# For this to work you will also need host keys in /ete/ssh known hosts
#RhoztsR3Aluthentication no

# zimilar for protocol version 2

#Hostbhasedhluthentication no

# Change to yes if you don't trust ~/.ssh/known hosts for

# BhostsRIAluthentication and Hostbasedluthentication
#IgnoreUserKnownHosts no

# Don't read the user's ~/.rhozts and ~/.shosts files

#IgnoreRhosts yes

# To disable tunneled clear Lext words, change to nho here!

PasswordAuthentication no
PermitEmptyPasswords no

# Change to no to disable s/key passwords
f#iChallengeResponsebuthentication yes

# Ferbheros options
fEerherosiuthentication nho
#Ferberozs0rLocalPasswd yes

LiTT a M o
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4) Restart the OpenSSHD service via Windows’ Services panel to allow the configuration changes to be applied.

Openssh SSHD Mame / Description Status Startup Type Log On As |2J
%Logitech Bluetooth ... Manual Local System
g_zosgtaﬁleﬂi;r:;iice Messenger Transmits ... Disabled Local System
o %MS Software Shado... Managess... Manual Local System
%Net Logon Supports p... Manual Local System
Description: %Network Connections Manages o... Started Manual Local System
Eg;l:lisniscsal;—g:ss Eitsv?:;rnetf\gc[ﬁtrf:ted %Network DDE Provides n... Disabled Local System
hosts over an insecure network %Network DDE DSDM Manages D... Disabled Local System
%Network Location A.., Collectsan... Started Manual Local System
%Network Provisionin... Manages X... Manual Local System
%NT LM Security Sup... Providess... Manual Local System
%NVIDIA Display Driv... Providess... Started Automatic Local System
' Openssh S5HD Enables ss... 3
%Perfermanc& Logs... Collectspe... Manual Metwark 5...
%Plug and Play Enables ac... Started Automatic Local System
%Ponﬁble Media Seri... Retrievest... Marial Local System |
%Print Spooler Loads files ... Started Automatic Local System
%Protected Storage Provides pr... Started Automatic Local System
%QOS RSVP Provides n... Manual Local System
%Remot& Access Aut... Createsa... Manual Local System
%Remot& Access Co... Createsa... Started Manual Local System
%Remnt& DesktopH... Manages a... Manual Local System
%Remot& Procedure ... Provides th.,. Started Automatic Metwork S...
%Remote Procedure ... Manages t... Manual Metwork S...
%Remote Registry Enablesre... Started Automatic Local Service
%Remnvable Storage Manual Local System |ﬂ

\_ Extended A Standard /

5) If you have a router with firewall capabilities installed, you should log on to the administration web page and
forward the SSH port you just defined to the computer on which you installed CopSSH. | will assume that you
know what you are doing and let you take care of this on your own.
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Confiquring Putty

Now we need to configure Putty to connect to our SSH server. This is a pretty straightforward process that you
should do on the Client computer from which you want to connect.

1) Launch Putty. Under Session settings, we will adjust 2 items:

a) Setyour Host Name or Host IP for connection. | use DD-WRT on my router, and it supports DynDNS —
so | just entered my DynDNS host name here.

b) Set the Port number to reflect the port number you configured in the sshd_config file earlier.

EX PuTTY Configuration

B asic optionz for your PuT T seszion
: Specify the destination you want o connect to
[=- Terminal
Host Mame [or IF addresz] Fuort
- K.enboard . - it
- Bell | myhostname. dyndns. com |I 12345 |
- Features Connechion type:
= wind o (JBaw () Telnet () FRlogin (8 55H () Serial
- BppEArance i
o : Load, zave or delete a stored seszion
- Behaviour
- Tranzlation Saved Sessions
- S election | i
- Colours Defa :
efault Settings
[=)- Connection l—L-M
- Proy
- Rlogin
+- 55H
~ Seridl Cloze window on exit:
(i Always O Mever (3 Only on clean exit
——— ———
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2) Under Connection -> Data, we will adjust one item:

a) Setthe Auto-login Username value to reflect the user you enabled on the SSH server

22 PuTTY Configuration

Categary:

- Session Data to gend to the server
R Logging
= Terminal

- Keyboard Autodogin uzermame Iadministratur I |
- Bel

- Features
[=I- Window Terminal-twpe zting |Hterm |
- Appearance
- Behaviour
- Tranzlation
- Selection

- Calours YW ariable | | &dd
Wy Ve | '

- Prosy
- Telnet
- Rlogin
H- S5H

- Serial

Login details

Foeeeee

Terminal details

Terminal speeds |384EID,384DD |

Environment variables

1]
o

i Open I [ Lancel

3) Under the main SSH section, we will adjust two items:
a) Check the Enable Compression box under Protocol Options section

b) Select 2 only under the Preferred SSH protocol version section

PuTTY Configuration

Categan,:
B2- Slexsion Options controlling SSH connections
i L.agglng Data to zend to the zerver

[=)- Terminal al
K apboard | Bemaote command:
. Bel \ | |
- Fipdiies rotocal options

[=- WWirdow H
- Appearance Don't start & shell or command at all
- Behaviour :
- Translation Prefemed S5H protocol wersion:
- Selection O tonly O1 Oz () 2 only
Gl Encryption optiohs

[=)- Connection - e
- Data Encryption cipher zelection policy:
- Promy AES [S5H-2 anly]
ik g Blowifizh U

e ADES =
- Rlogin - warn below here -
- 55H Arcfour [S5H-2 only] el

- Gerial DES

[T]Enable legacy use of zsingle-DES in 55H-2

l Open i I Lancel
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4) Expand the SSH section and select Auth. In this section, we will set the Private key file for authentication to
the location of the private key you created earlier.

8 PuTTY Configuration

Categony:
- keyboard A Optionz contraling S5H authentication
- Bl
... Faaturas [ Bypass authentication entirely [SSH-2 only]
& Wlniow Authentication methods
- Appearance
Bzﬁaviour Attempt authentication using Pageant
- Translation [ ] Attempt TIS or CroptoCard auth [SSH-1]
- Salection Atternpt 'kepboard-jnteractive” auth [S5H-2)
3 E"" D:nlu;urs Authentication parameters
[+ Connection
- Data ] Allowy agent forwarding
- Prasy [ &llow attempted changes of usemame in 55H-2
- Telnet = Frivate key file for authentication:
-~ Rlogin is and 5 ettingzAdministratoryD eskiopha ! Browsze...
- Kex
Auth
%
w11
- Tunnels
- Bugs I
- Serial v
T .

5) Under the Tunnels section of the SSH section, we will establish the tunneling settings for your remote desktop
sessions. This where the real work gets done.

You must create an entry for each computer you want to connect to at the other end of the SSH tunnel. To do

this, you will need RDP enabled on the target computer, as well as the host name of the target computer. Once
you have entered the proper values, click Add to add the port forwarding to the configuration.

2 puTTY Configuration

Categony:
- keyboard 'A Optiohz contralling 55H port fonsarding
- Bell Port fansmarding
- Features .
- i m [] Loeal parts accept connections from ather hosts
- Bppearance [] Rremate ports do the same [S5SH-2 anly)
- Bakavio Forwarded ports:
- Translation E—
- Selection ‘ ‘
- Colours [
[=)- Connection )
S Data Add new forwarded port: a
- Promy Source port 3 0 Add
- Telnet = o = .
Riasin Drestination |computer] :3329 |
(#) Local ! Remote 4 Dgnamic
(%) Auta 1 IPvd I IPvE

ﬁ Open J I LCancel

http://drnathan.teamhackaday.com/2009/02/17/securing-windows-remote-desktop-with-copssh/




In the previous picture, you should note two things:

a) The Source port refers to the port you are connecting to on your local computer, i.e. the port that Putty
will listen to for connections while you have the SSH tunnel established. | usually set this to 3390 for the
first host | want to RDP to, and then count up from there. In Windows 7, port 3390 is already in use by
the system, so | suggest using port 3391 instead.

b)

You can pretty much add as many hosts as you can keep straight in your head:

2 'PuTTY Co nfiguration

Cateqaory:
= Teminal

- Fepboard

. Bell

- Featunez

= wWindow

- Bppearance

- Behaviour

- T ranglation

- Selection

- Colours

= Connection

. Data

- Promy

- Telnet

- Rlogin

= 55H
LK

L Auth

TTY

w11

Turinels

‘o Bugs

Optionz controlling SSH port fonwarding

Fart fonwarding

[ ] Lacal ports accept connections from other hosts

Bemaowe

] Remote ports do the zame [SSH-2 anly]

Forwarded ports:

L3390 computer!:33Ed |
L3391 compuber: 3383
(L3332 computer3:3383

&dd new fonwarded port;

In the Destination section, you will need to enter the name of the remote server you want to connect to,
followed by a colon, then the RDP port number. For hosts using the default Windows RDP configuration,
this is always 3389. If you have changed this value, adjust as necessary.

Source port |
Drestination ] |
{(# Local ) Remoate ) Dynamic
{#) Ao 1P ) 1PvE

dpen I I Lancel
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5) Return to the main Sessions section of Putty and give the configured session a name as seen below. Click Save
to save your configuration — it will then appear in the list of saved session configurations.

2 PuTTY Configuration
Categony:
&- S_essiu:un iA'I Bazic options for your PuT T zeszion
B L.Dggmg Specify the destination you want ko connect ta
[=- Terminal
Hozt Hame [or IP address) Part
- Feyboard :
- Bel |m_l,lhu:3tname.d_l,lndns.u:om | |12345 |
- Features Connection bpe:
= Window (JBaw () Telhet () Rlogin (#155H () Serial
o fh
ppea.rance Load, save or delete a stored session
- Behawviour
- Tranzlation E Saved Sessions
- Selection 1 Home MNetwark |
- Colours SR :
Default Settings
[=- Connection L‘I:__nad_‘J
- Pramy
- Rlogin
=~ 55H
Kex 1 Cloze window on exit:
?‘#t\? (i Alway:  (OIMever (3 Only on clean exit
- %11 v
|

6) Finally, when you want to RDP into your remote computer, you can launch the Putty console to establish the
connection, or you can simply run “putty.exe —load <session name here>" from the command line to launch
Putty and connect to your remote host. For example, | would type “putty.exe —load Home Network” if | wanted
to launch this particular connection.

7) After you authenticate using the passphrase you created earlier, you can simply RDP into your remote computer
by connecting to localhost:3390 from the Remote Desktop Connection application as shown below:

#¥ Remote Desktop Connection

Remote Desktop
Connection

Computer: | localhost: 3390 i W I

EDEHE-'Ct ” Cancel H Help J l Options >

Note: You can always test SSH connectivity locally by replacing your SSH host’s IP address with localhost and
launching Putty. In fact, | recommend you do this to ensure that your key pair is working properly before you attempt to
connect remotely.
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Tunneling for VNC

Some people have inquired as to whether or not you can secure VNC in the same fashion as Windows RDP. The answer
is “Absolutely”. To do so, pick any Source Port you like, and substitute 5900 as the destination port number for the

remote server. It's as simple as that.

The next time you fire up VNC, you merely need to enter localhost as the host name, followed by a colon, then the port

number you picked.

Note: This process can get tricky depending on the VNC client you are using.

For instance, TightVNC uses a strange port numbering system where you need to subtract 5900 from the port number
you wish to connect to if it is different than port 5900. As an example, if | was connecting to port 5901 on my local
machine, | would enter localhost:1 as the VNC server address. If instead | selected port 222 as my tunneling port, |

would enter localhost:-5678 as the VNC server address.

Mew TightVMC Connection

WMNC server: localhost:-5678

High-speed netwaorl

-

Connection profile
m ™) Low-bandwidth connection

Vl(; @ Default connection options

(7 =S

Connect

Options...

Cancel

Listening maode

Hopefully this document helped you in your journey to safer, more secure remote communications. If you have any
guestions, comments, or additions, please drop by http://teamhackaday.com/chat and ask for DrNathan. I'm usually

there.
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